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Snapshot Use Cases:
Salesforce Org Monitoring

One of the most useful things that you can do with Snapshot is to monitor the status of an org.
This is simple to set up and only requires a Workspace with one item. This whitepaper shows
you how to set up automatic Snapshots, create Org Management reports, and then send out
alerts if there are problemes. First, let’s take a look at how to create a Snapshot item.
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Take A Snapshot

Start out with a new Workspace and drag a Snapshot Item onto the desktop. Right-click the
item and select the Full Snapshot option. Enter the credentials for the org you want to monitor
and click the Next button.

@ Full Snapshot Ea

Settings Take Snapshot Schedule Snapshot

A Full Snapshot captures all available Metadata from the Org. Enter credentials below and click the Next button to advance.

Item Name: |Sandbox Org

Salesforce Username: | newss@mz.com

Account Authentication Froduction Account

: |
Salesforce Password: | [TTTTTTTTT

Security Token

["]Load Document Folders
Ed Load Folder Based Assets

Ed Load Package Customizations

ST

On the next screen, click the Take Snapshot button. At this point, Snapshot will create a
comprehensive schema and metadata picture of your org. This information is stored on your
local hard drive. Every new Snapshot will be added to the Time Series of information about your
org.
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€3 Full Snapshot For Sandbox Org (Username: newss@mz.com) Ea

Settings Take Snapshot Schedule Snapshot
Click the button to take a full metadata snapshot for: newss@mz.com Take Snapshot

WV 7 |

Snapshot Comments: Problems and Sclutions:

Custom Limits: None

Loading All Packages
Loading All Profiles

Loading All Fermission Sets
Loading All Custom Objects
Loading All Roles

Loading All Groups

Loading All Queues
Loading All Custom Object Translations ||||
Loading All Page Layouts
Loading All Apex Classes
Loading All Apex Pages
Loading All Other Assets
Loading All Dashboards
Loading All Reports

Loading All Email Templates
Loading No Documents

|' Snapshaot Limits File

o)

When the Snapshot is finished, be sure to go to the last tab named Schedule Snapshot. This
allows you to pick a time to automatically take additional Snapshots and add them to the Time
Series. For example, you might want to schedule a Snapshot every month or every week. You
could even take one every day. We recommend taking automatic Snapshots at night when
demand for Salesforce is low and employees are not using the org. Here is what your last screen
might look like, below. Click the OK button to remember the Schedule and return to the
Workspace.
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@3 Full Snapshot For Sandbox Org (Username: newss@mz.com) O] = |
Seltlngs Take SnapSnOt W
Triggers Actions
[X] \ Recurring Event n |12r16r2021 n |5:00 AM n |: Every Day n |: Take Snapshot n
O |~} |~} |~ I ¥
O |~} |~} - I ~]
O [~} [~} [~ I [~
O |~} |~} [~ ] ~]
This is the time interval for a recurring event.
——

Now, if you click the Runtime button at the top left of the Workspace, Snapshot will go into
Runtime Mode. As you can see from the Event Schedule at lower left, a new Snapshot will be
taken every day, or whatever period you specified. In terms of compliance, security, and
governance, what you have already accomplished is huge. Snapshot has been set up to record a
comprehensive schema and metadata picture of your org over time. This can be used to restore
metadata if there is a problem and provide historical reports on how your org is changing. If you
click the Test button on the Event Schedule, another Snapshot will be taken.
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Master Window

\: Editing Runtime \ [ ]Full Screen m an pShot

Warkspace: Monitoring

Snap_11

Event Schedule Bl Event Log a
€ 12/16/2021 5:00 AM, Item Snap_11 — Take Snapshot (Take Snapshot: Starting: 12/15/2021 7:11 AM

|' Test |\ Export \ | Clear | | Export |

Snapshot can only conduct Org Monitoring and reporting when the client executable is in
Runtime Mode. Some customers click the Runtime Mode button when they leave for the
evening, or you can set up the Snapshot Application on a desktop or Cloud Virtual Machine that
runs in the background. This is easy to do, let us know if you have any problems.
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Create Some Preferences

Before we talk about how to add Org Monitoring reports to the Snapshot, we need to be sure
that your Snapshot Preferences are set up properly. You can define different ways to notify
Admins or store the reports that are generated with the Snapshot Preferences dialog. First,
select Snapshot Preferences under the Snapshot Menu, and the Preferences dialog will appear.

£* Snapshot Preferences O =]

Preferences Extras Content Folders Chatter Emails |  Actions Branding

These Mailing Lists are used for sending reports.

profile_reports

Metazoa Nickname: ‘al\ admins |

Email Subject: ‘Org maonitaring report |

Email Addresses: | bill@metazoa.com
sridhar@metazoa.com

Email Message: |Here is the report

(v o)

As you can see in the picture above, | have created a Mailing List for sending out report
information. The nickname for my mailing list is called Admin, this name comes into play later
on. Anyway, you can store reports as Salesforce Content or Local Folders, and you can send
messages with Salesforce Chatter or Email Attachments. | suggest setting up a Mailing List at
first. You can also click the Test button at the lower left to make sure that your Mailing List (or
any of the communication methods) is working. By the way, the last tab will let you add a
custom logo for branding your reports if desired.
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Add Some Reports

The information in the Snapshot item can be used to generate over 50 different reports on
every aspect of your org. Let’s take a look at how to add additional reports to the org you are
monitoring. Right-click the Snapshot desktop item, and you will see the reports that are
available under the Document, Optimize, and Security sub-menus. Let’s choose the Data
Dictionary report as an example. This report can fully document all of your Objects and Fields
for compliance and security.

Master Window

| Editing Runtime | []Full Screen m SnGPShot

Snapshot  Options  View  Support Waorkspace: Monitoring

':ull Snapshot

Snap Partial Snapshot

Append Snapshot
Manage Time Series

Visualize >

Document » | Asset History

Optimize > Similar Assets
Security > Org Dictionary

Data Dictionary

B - - Impact Analysis
ename Snapshot Item . ) .
Tool Palette Relationship Matrix

Duplicate Snapshot Item .
Fields Vs Page Layouts
‘ - u Launch Salesforce Browser B = s
| Record Types Vs Picklists
Select Falder Praject

Delete Snapshot Iltem

Controlling Vs Dependent Picklists

In the Data Dictionary report dialog, you will see Custom and Standard Objects at left, and a
variety of properties that can be added to the report on the right. Select various items and
check out the results in the Preview Tab. Check multiple objects and all of them will appear in
the Display Report tab. In this manner you can quickly assemble a fully customized and
comprehensive report on all the Objects and Fields in your org. The picture below shows an
example setup for the Data Dictionary.
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[w Data Dictionary For Snap_11 (Username: person1@metazoa.com)

Select Objects Preview Report

[JInclude All Standard Fields

EED

Display Report

\. Object Properties n This snapshot has additional object information, all proper

Available Object Properties

Schedule Report

Check the boxes below to include an ol Selected Object Properties

Business Processes

Child Relationships
Compact Layout Assignment
Compact Layoutable
Compact Layouts

[]A_DX_Object_ ¢

[] Account

[] Account_Custom_Settings__c
["] AccountContactRole

%* Action Overrides

Allow In Chatter Groups
Associate Entity Type
Associate Parent Entity
Created Date

E4 AccountTeamMember Custom Createable
B4 Activity Custom Help D Created By Name
- . |||| Custom Help Page
Ed ActivityRecurrence 2E xception Custom Setting
[3 Adam_Bar__c * Custom Settings Type
Ed always_visible__c Custom Settings Visibility
Ed approve_me_ ¢ * Data Translation Enabled
S Deletable
Asset
B ) ) Deployment Status O
Ed AssetRelationship Description
[] AssistantProgress Enable Activities
[ AuthorizationF orm Enable Bulk API

[ ] AuthorizationFormConsent

Enable Divisions

Enable Enhanced Lookup
Enable Feeds

] AuthorizationFormDatalUse

[ A bhasiaation aemeT ot

[ ok

Just like the Take Snapshot dialog, the Data Dictionary has a Schedule Reports tab. Go to the
last tab, and you can use the New Snapshot event to trigger a new Data Dictionary report
whenever the Snapshot metadata changes. The report can be in CSV, HTML, PDF, or XLSX
format. The report can be sent to any of the nicknamed groups that you have created in the
Preferences Dialog. In the picture below, | have chosen to send the report as an Email
Attachment to the Admins Mailing List that | created earlier.
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L Data Dictionary For Snap_11 (Username: person1@metazoa.com)

+]o] -

Select Objects  Preview Report

Display Report Schedule Report

Triggers

Actions

E1 | New Snapshot

B3 | sendxLsx Report in Email

n | all_admins

O ~ I ~ I
O ~ I ~
O - I R (
O ~ I ~

This action sends the generated report to an Email List defined in the Snapshot Preferences dialeg. This is useful for sending
reports directly to administrators or business analysts.

OK




Using Trigger Events
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Some Snapshot reports have triggers. The trigger can be used to send the report out only when
there are problems. This is easy to set up. Let’s take a look at the Security Health Check report.
On the last tab you can schedule the report to be sent if high risks are reported. In this manner,
your Org Monitoring setup can be used to notify the appropriate team members when real
problems are happening with an org.

lal Security Health Check For Snap_11 (Username: person1@metazoa.com) (O = |

Select Security Group Display Report Schedule Report

Triggers

Actions

x| | Mew Snapshot

Send XLSX Report In Emn [ an_admins n [ 17 High Risk Reported

O |~ |

O R ( R ( R (
O M M R (
O ~ - -

High Risks are reported.

The report will enly be sent or saved based on this condition. For example, you might want to send the Security Health Check report when
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The Best Monitoring Reports

Now finally let’s take a look at some of the best Org Monitoring reports that you can set up
with Snapshot. Here is a partial list of what is available. Simply select the report by right clicking
the Snapshot item. Play around with the report, and if you want to use it for Org Monitoring
then go to the Schedule Report tab. When you go back to Runtime Mode you will see all your
reports in the Event Schedule.

. Manage Time Series

Trigger an alert when any section of Metadata changes in your org. For example, you could
watch Apex Classes and document the before and after differences when they change.

. Data Dictionary

We have already mentioned the Data Dictionary which generates a comprehensive view of
Objects and Fields for compliance and governance.

J Field and Picklist Usage

Document the fields and picklists that are underutilized and might be candidates for
decommissioning. Trigger an alert if there are problems.

o Forgotten Assets

Examine over 50 different metadata types that might be disconnected, hidden, inactive, or
simply not being used. Trigger an alert if there are problems.

. Apex Code Quality

Run dozens of PMD Code Quality tests and trigger alerts if any of the code in your org has
quality problems.
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o Apex Code Coverage

Same deal for code coverage. Pick the desired level of coverage and trigger an alert if there are
problems.

o User Connection Cleanup

Monitor your org for inactive users that are still connected to important enterprise systems.
Trigger an alert if cleanup is needed.

) Salesforce Limits

Watch for situations where your org is getting near the limit for dozens of different activities
like disk space, APl transactions, number of fields, etc.

) Security Health Check

Same deal for the health check information. Watch for security or health problems and trigger
an alert if there are problems.

J User Activity Timeline

Watch user activities in the org and send out an alert if something looks suspicious. You can
define the activities that need to be watched.

. Profiles and Permission Sets

Send out detailed matrix reports of Profile Permissions, Permission Sets, and Combined Security
Reports by User for archive and compliance.

Add Multiple Orgs

Now that you have a workplace set for one org, adding any number of additional orgs is super
easy. Just duplicate the original Snapshot item and log into the new org. Bingo! You are now
monitoring the new org with all the same reports. Right-click the new org if you want to change
any of the reports or notifications. In this manner, you can monitor all your production orgs
including Sandboxes and Developer Edition Orgs in your deployment pipeline.
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Conclusion

Salesforce Org Monitoring is easy to set up in Snapshot and very customizable. You can watch
any number or orgs for problems and send out alerts if they are detected. Let us know if you
need help with org monitoring.

Bill Appleton

CTO Metazoa
bill@metazoa.com
@bill_appleton



